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Abstract

The heart of the application’s secure operation is its software code. If the code
contains flaws, the entire program might be hacked. The issue with software
vulnerabilities is that they reveal coding flaws that hackers could exploit. The
prevention of cybersecurity issues begins with the program code itself. When
writing software code, a software developer must consider expressing the appli-
cation’s architecture and design requirements, keeping the code streamlined and
efficient, and ensuring the code is safe. Secure code helps save the system from
various cyber-attacks by eliminating the weaknesses that many hacks rely on.
To assist the software organization in Secure Software Coding (SSC), this article
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proposes a readiness model for SSC, namely SSCRM. The proposed model has

Correspondence five levels; SSC challenges and best practices (BP) are mapped at each level. The
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proposed model will help the organizations better understand SSC challenges
and BPs and provide a roadmap for developing secure software code. The pro-
posed model was evaluated using three case studies. The findings demonstrate
that the proposed approach helps determine an organization’s SSC level.
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1 | INTRODUCTION

Secure software is an application designed or engineered by adhering to secure development standards and practices so
that its operations and functions continue to operate normally even when harmful assaults are made against it. Further,
the environment’s systems and resources remain safe, and threats are identified and mitigated.! Faulty software may
severely harm the organization; therefore, using secure software development practices and adhering to standards is
inevitable. Furthermore, the cost of detecting and mitigating threats at the early stages is cheap. Security needs to be
integrated into the entire development process to deliver high-quality products, which can be accomplished through a
secure software development lifecycle (SSDLC).*>

Abbreviations: BP, best practices; CAs, cyber-attacks; CERT, computer emergency response team; CSSLP, certified secure software lifecycle
professional; NIST, National Institute of Standard and Technology; NTT, Nippon Telegraph and Telephone Corporation; OWASP, Open Web
Application Security Project; SCPs, software coding professionals; SDL, microsoft security development lifecycle; SDLC, software development
lifecycle; SEI, software engineering institute; SSC, secure software coding; SSCRM, readiness model for secure software coding; SSDLC, secure
software development lifecycle; SSL/TLS, secure socket layer /transport layer security; XML, extensible markup language.
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SSDLC is a framework for building secure software from inception to construction by integrating security testing and
other security activities into the existing SDLC. One such example is writing security requirements besides functional
requirements and carrying out architectural risk analysis in the design phase. Different organizations follow different
SDLC depending on project nature and requirements; however, security practices need to be integrated with the existing
SDLC to secure it.>” There exist various SSDLC models; one of the well-known SSDLC models is Microsoft SDL which
Microsoft developed; Microsoft SDL outlines 12 best practices (BPs) that organizations may adopt to increase the security
of their products.®® NIST also proposed an SDLC framework that defines security processes that an organization may
integrate into existing SDLC to achieve secure and quality software.'°

Previously, security-related tasks were generally conducted solely during testing, the last stage of SDLC. They
would not uncover faults, weaknesses, and other vulnerabilities until they were considerably more expensive and
time-consuming to fix. Worse, they would not be able to identify any security flaws at all. In short, the patch and pene-
trate strategy was used to create a patch for the identified flaws.!11? According to IBM’s Systems Sciences Institute, fixing
a defect discovered after implementation costs six times more than fixing one found during design. Furthermore, IBM
estimates that the cost of correcting defects found during the testing phase might be 15 times higher than the cost of fix-
ing the same bugs found during the design phase. To conclude, it is considerably better to incorporate security testing
throughout the SDLC rather than simply at the end to aid in the early detection and reduction of vulnerabilities. Some
of the prevailing benefits of SSDLC include; secure and quality software, early detection and mitigation of flaws, saving
time and cost, and low risk.!?

Incorporating security in all phases of SDLC is important, but it is highly desirable in the coding phase because
many exploit rely on this phase. Furthermore, insecure coding methods put your consumers in danger and harm your
company’s brand. Thus secure software coding (SSC) is inevitable as it helps to prevent the software applications from
many cyber-attacks.'* To defend against cyber-attacks and vulnerabilities, SSC is a set of techniques that apply security
considerations to the way software is developed and encrypted.

The frequently exploited software vulnerabilities include defects, errors, bugs, and logic flaws. Security experts have
determined that many vulnerabilities are caused by a limited number of common software development difficulties.!>!”
Some common vulnerabilities affecting the code include insufficient logging and monitoring, sensitive data exposure,
injection flaws, using insecure components, cross-site scripting, broken authentication, and access control, security mis-
configuration, and insecure deserialization. Various BPs of SSC has also been proposed by researchers and practitioners,
such as authentication and password management, cryptography, error handling and logging, communication security,
data protection, and use of security standards. SSC standards establish protections that minimize or eliminate the possi-
bility of code having security flaws. However, despite using SSC standards and practices, many cyber-attacks are reported
daily.!8-20

The above discussion highlights the significance of SSC for organizations and shows that existing solutions are not
sufficient to safeguard the applications from CAs. As a contribution to research, this study aims to identify the BPs and
guidelines for SSC and propose a readiness model for SSC (SSCRM) based on identified practices and guidelines. The
proposed SSCRM is evaluated using three case studies.

The organization of the remaining article is: Section 2 provides the review of related work and motivation for the cur-
rent study and discusses the challenges and best practices of secure software coding. Section 3 discusses our proposed
methodology, and Section 4 evaluates the proposed methodology with the help of three real-life case studies. Section 5 dis-
cusses the study’s findings and its practical implications and limitation. The last section concludes the article by providing
insights into future work.

2 | MOTIVATION AND RELATED REVIEW

This section reviews existing research on SSC to determine the present state-of-the-art and any gaps that exist.

Meng et al.'® conducted an empirical study on Stack Overflow postings to learn about developers’ fears about Java
secure code, programming challenges, and insecure coding methods. According to the authors, Spring Security’s authen-
tication and authorization capabilities have been widely adopted. The problematic cross-language data handling of
cryptography APIs and the sophisticated Java-based or XML-based ways to set up Spring Security were discovered to
be common programming problems. In addition, this study discovered security flaws in the proposed code of accept-
able Stack Overflow solutions. The flaws included removing the default protection against Cross-Site Request Forgery
attacks, circumventing certificate validation in SSL/TLS security, and utilizing unsafe cryptographic hash functions.
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The findings indicate a lack of safe coding support and documentation and a significant disconnect between secu-
rity theories and coding methods. Some limitations of this study include manual inspection and only considering java
security posts.

Kang and Part?!' suggested an intelligent fog system that can successfully detect/distinguish the vulnerability of the
program, in combination with the black box and white box testing, and also proposed a technique to check if it is vulnera-
ble and a means of automatically exploiting it, misdetection was also minimized. To correctly detect security weaknesses,
a symbolic-based weakness analysis approach was used. The recommended approach may ensure open-source software
dependability by deducting why open-source software is vulnerable to safe and useful invaluable sectors, precluding flaws
early in open-source software. In addition, the software developer and the firm employing it are expected to increase their
reliability.

Through a review of the paper and the case study studied, Karim et al.?> highlighted many essential components
such as security policies, methods, and technologies utilized throughout the SDLC. The information obtained in the
field suggests no defined policies and guidelines in place at the project management level for each step of the SDLC.
To evaluate appropriate tasks for inclusion at each step of the SDLC, recommendations, and verification were obtained.
A software security framework is presented and verified to incorporate optimal security practices within the SDLC to
fulfill the major study goal. The SDLC may be regulated, and security can be included in different phases using the
suggested paradigm; as a result, numerous security concerns and problems can be addressed much earlier. This research
substantially contributes edge and practices by presenting a model that allows researchers to continue developing and
verifying it in diverse circumstances. Managers and developers can also utilize the model early in the development process
to create more secure and well-prepared software.

Based on the CERT-C secure coding Standard, Yang et al.® presented a novel vulnerability prediction technique.
To test the efficacy of the suggested strategy, the prediction outcomes of the recommended prediction models and
other traditional models were compared in terms of prediction accuracy and cost-effectiveness. The findings indicate
that the proposed strategy can increase the accuracy of vulnerability prediction. In Reference 24, a qualitative assess-
ment of real-world software security practices was presented, which combines software security BPs taken from the
literature into a compact list to aid future research in this area. It also considers how effectively current security
methods adhere to recommended standards, identifies significant hazards, and investigates why they arise. Through
interviews with developers, it was revealed that real-world security procedures varied significantly from those iden-
tified in the literature. BPs are frequently disregarded since compliance would add to the team’s workload; in their
opinion, teams are making an acceptable cost-benefit trade-off. Furthermore, data reveals that the issue extends up the
corporate ladder. The findings underscore the need for innovative, lightweight BPs that accommodate development’s
realities and pressures. Additional automation or reconsideration of secure programming techniques might be part
of this.

A hands-on learning module was proposed in Reference 25 to provide step-by-step SSC approaches and tactics
to help with the learning process. The suggested module aided students by creating a list of flaws, ranking those
flaws based on risk, focusing on specific security vulnerabilities, and testing mitigation methods. Additionally, the
eye-trackers method was used to investigate secure coding practices. Students in the proposed eye-tracking research
studied SSC learning content, solved multiple choice programming problems, and built mitigation techniques in
source code. In addition, the behavior and performance of 29 students were analyzed by utilizing eye-tracking tech-
nology to solve security flaws in a web-based application. According to the findings, students who answered an
issue poorly spent less time on the material connected with learning about the problem than students who replied
adequately.

A readiness model has been used in numerous studies in software engineering research. Niazi et al.?¢ utilized it to mea-
sure organizational preparedness for software process improvement. There are three layers to their preparedness model:
aware, defined, and optimizing. Critical variables and barriers support each level. Case studies in three software compa-
nies were used to validate the researchers’ readiness model. Similarly, Ali and Khan?’ proposed a strategy for assessing a
software company’s preparedness to get into outsourcing partnerships. They used crucial partnership characteristics and
analyzed their actual execution to build a preparedness model. Contract, success, readiness, conversion, and maturity
are all levels in their readiness model. They believe their readiness model may help software development outsourc-
ing by employing case studies from two software companies. Some other studies have also been done on secure coding,
such as References 28-30. However, the current work did not use the systematic approach to assist software development
organizations in developing secure code.
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2.1 | Need for the study

The above discussion shows that SSC is vital as most of the security breaches exploit this phase of SDLC; various practices
of SSC have been proposed in the existing literature, but unfortunately, they did not get enough attention. Therefore, there
is a need to develop a readiness model for SSC that may assist software development organizations in developing secure
code. To fill this gap, this article will provide an SSCRM that will serve the following objectives.

Identify the challenges in SSC

Identify the BPs that can be helpful in SSC
Develop an SSCRM

Evaluate SSCRM through case studies

B S e

To better comprehend the topic under investigation, this research provides a taxonomy of Software Security Errors
(refer to Figure 1) before moving on to the stated objectives. Knowledge of security vulnerabilities can aid in a bet-
ter understanding of potential security issues and strategies to mitigate them. These software errors are extracted from
the research papers on SSDLC. The “others” under the category of input validation & representation include the
errors such as resource injection, struts, string termination errors, unsafe native interface, and unsafe reflection and
XML validation.3!-3’

SSE Taxonomy

Directory Restriction

i

J2EE Bad Practices

HTTP response

e -

!
i
é
E
i

Integer overflow

Path manipulation

A

SQL injecti Unchecked Retum

i
\%
T
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§

FIGURE 1 Taxonomy of software security errors
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2.2 | Secure software coding challenges

SSC is not as simple as it seems to be, various challenges are faced during this process. Some critical challenges involved
in SSC are listed below>3:

« Injection,

« Broken authentication and session management,
» Cross-site scripting

« Insecure direct object reference,

« Security misconfiguration,

« Sensitive data exposure,

« Missing function level access control,

« Cross-site request forgery,

« Using components with know vulnerabilities,
« Invalidated redirects and forwards,

« Data validation,

« Authentication,

« Session management,

o Authorization,

 Cryptography,

« Error handling,

« Logging,

« Security configuration,

« Network architecture.

SSC aims to guard the computer software against security vulnerabilities. This process needs a skillful workforce
that must consider the following points while coding. These points give a general overview of common practices that all
software development organizations must follow to obtain minimum security.

« Follow a risk-based approach where features and components need to be prioritized and sensitive components should
be paid more attention,

« Different applications are developed for different purposes; the development team needs to consider the purpose &
context of the application under development,

« Different types of risks are associated with different programming languages, and software coding professionals (SCPs)
need to be aware of those risks,

« Line of code help to pinpoint the errors in the code, and the more lines of code contain more chances of vulnerabilities,

« Resources, time & deadline need to be considered while writing the code, proper division of resources and utilization
of time may help in timely development and code review,

« SCPs should be very clear about users’ roles and access rights,
« Sensitive Data need to be protected through cryptography,

« The security features vary for different application types (such as desktop applications, web-based applications, mobile
applications, etc.); SCPs must consider the risks associated with each application type,

« Design flaws create problems in coding; therefore, a design review must be performed before coding,
« Standards and guidelines should be followed,
« Data flow needs to be considered while coding,

« SCPs should be aware of entry points that may cause vulnerabilities in the future,
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« External dependencies need to be analyzed,
« Strong authentication and access control mechanism,

« Transaction analysis is important to know the related security functions for different transactions.

2.3 | SSC standards, best practices (BPs), and guidelines

It might not be easy to code and implement new software. There are several factors at each stage of the development
and approval process. While things might go well, they can also go wrong, and with errors comes the risk of having to
start all over again. Different well-known organizations worldwide have proposed different coding standards for various
languages. The computer emergency response team (CERT) of the Software engineering institute (SEI) has proposed a
Coding Standard for C, C++, Java, Perl, Oracle, and Android OS. Similarly, OWASP also provides SSC BPs to improve
software coding quality. The Certified Secure Software Lifecycle Professional (CSSLP) certifies software development and
security professionals in implementing BPs in all phases of the SDLC, from software design to implementation to testing
and deployment.

Compliance with coding standards is inevitable for software quality, safety, security, reliability, and cost-saving. Table 1
enlists the various practices suggested by SEI, OWASP, and CSSLP.>'>

According to Table 1, error handling, memory management, and input validation & data sanitization are the practices
that all three well-known standard organizations commonly recommend. Top listed SSC practices of SEI, OWASP, and
NTT are given in Table 2

3 | AREADINESS MODEL FOR SSC (SSCRM)

A readiness model may be characterized as a strategy for assessing an organization or team’s preparedness based on
predetermined criteria. This study outlines the problems encountered during SSC and the BPs that can be used. The
goal is to create a readiness model with several levels and related practices to determine whether a company is ready
for SSC.

The proposed SSRCM model is based on the ideas gathered from RMDevOps,®> SOVRM,* CMMI,® RiseRM,%
and SPIRM.7 1t is divided into different levels, designed based on the knowledge gained through screening grey lit-
erature, formal literature, and expert opinion. For grey literature, we used the Google search engine. We applied
the search string “secure software coding challenges and best practices” and selected relevant grey literature. In for-
mal literature, we studied formal research papers; we collected SSC challenges and BPs from these papers. Most of
the practices mentioned in formal literature also belong to the above three categories mentioned in Table 2, namely
OWASP, SEI, and NTT. As far as the expert opinion is concerned, it was used for mapping between SSC practices
with corresponding levels. The details of the mapping process are given in the explanation of the SSCRM development
process.

The detailed process of the SSRCM formulation is given in Figure 2

The proposed SSCRM model development consists of four stages. The first stage of SSCRM was information gathering;
the sources used include grey literature and formal literature. The purpose of using both formal and grey literature was
to evaluate whether researchers and practitioners were moving at the same pace or if there were any disagreements.
For grey literature, we used the Google search engine and retrieved the material related to SSC challenges and BPs. We
got millions of results when we used the phrase “secure software coding challenges and best practices” in the Google
search engine. We only chose papers from the first six pages since the studies beyond that either repeated themselves
or were irrelevant. For formal literature, we retrieved the studies on SSC and identified SSC challenges and BPs from
these studies.

During stage 2, we did the screening of grey and formal literature to identify the possible SSC challenges. During this
stage of the screening process, the abstracts and conclusions of the retrieved research papers were examined to verify that
the chosen research discusses the difficulties associated with SSC and offers recommendations for how these difficulties
might be overcome. In addition, the references of studies that were more pertinent were examined to guarantee that no
one of the research that was closely linked was overlooked. In stage 3, we identified the BPs and guidelines for SSC after
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TABLE 1 SSC practices
Practices SEIPerl SEIC++ SEIC SEIJava SEI Android OWASP CSSLP

Component security

File I/O and logging ¢ ¢ ¢ ¢
Network-SSL/TLS

L 2

Permission/authentication & password management
Cryptography

Declarations and initialization ¢ ¢ ¢
Application programming interfaces

Environment

L 4

Error handling

Memory management

L 2
> & o o

Concurrency ¢

L 2
> & & o

Input validation and data sanitization ¢
Locking
Serialization

Thread APIs/safe APIs

L 2
L 2 R IR R JEE R I R B R JNE R R 2

Thread pools

Thread-safety miscellaneous

L 2

Visibility and atomicity

* <

Platform security

® S & & &

Exceptional behavior ¢
Output encoding

Session management/exception management

Access control

Data protection

Communication security

System configuration

® & & & o oo

Database security
Canonicalization
Secure startup

Sandboxing

> & o o

Anti-tampering

reading the selected studies in detail. In the last stage, we mapped the identified challenges with BPs and guidelines for
identifying the various levels of SSCRM and associated practices.

Other than formal and grey literature, we used expert opinion during stage 4 to correctly map identified SSC
best practices with the proposed readiness model levels. The mapping process consists of three steps: in step 1, we
studied existing SSC challenges and BPs from relevant grey and formal literature and shortlisted 24 BPs. In stage 2,
based on the authors’ understanding and concepts gained from the literature review, all the investigated best prac-
tices were mapped against the readiness level. In stage 3, expert opinion is used to validate the mapping between
BPs and SSCRM levels. For an expert opinion, two experts were chosen, one from academia and the other from the
software industry. Expert 1 was a full professor in a world-ranked university with a major in security and more than
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TABLE 2 Top SSC practices suggested by SEI, OWASP, and NTT

SEI®

Validate input

Heed compiler warnings

Architect and design for security policies
Keep it simple

Default deny

Adhere to the principle of least privilege
Sanitize data sent to other systems
Practice defense in depth

Use effective quality assurance techniques

Adopt an SSC standard

OWASP®!

Input validation

Output encoding

Authentication & password management
Session management

Access control

Cryptographic practices

Error handling & logging

Data protection

Communication security

System configuration

NTT¢2
Develop an SSC standard

Validate input from all external data sources
Deny access by default

Enforce security policies

Use the compiler’s highest warning level
Layered defense

Error handling and logging

Threat modeling

Database security
File management

Memory management

Mapping of Challenges with
BPs and GLs

\
r

~qEp ||

Pt

Best Practices

Challenges Identification Identification of BPs and GLs

=

Data Security

Information Gathering

/

Sources of Information

—
w

Scientific literaure

B

s &

K

Language Risks |/

o]«

Grey Literature Network Security Access control

N v

. N [v=

& =) = B
Expert Opinion - Third Party Guidelines
Code Flaws Components
\ 7
FIGURE 2 SSRCM development Process

20years of teaching and research experience in software security. Expert 2 was a practitioner from the software indus-
try with more than ten years of experience in software quality and risk assessment. These experts were requested to
assess the proposed mapping. The specialists agreed with most of the authors’ mapping; however, they asked for a few
adjustments. After consulting with an expert, the final mapping of BPs to SSCRM levels was completed, as illustrated
in Figure 3.

Figure 3 shows the proposed SSRCM Model; this model has five levels. SSC challenges and BPs are associated with
each level. To achieve the next level, an organization needs to overcome the challenges associated with that layer by
following the SSC BPs. Below we explain these five levels briefly
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Optimized

Enforce Security policies

Layered defense

Threat modelling

Develop a secure coding standard

Qualitatively Managed

Sanitize data sent to other systems
Practice defense in depth

Use effective quality assurance techniques
Adopt a secure coding standard

Well-Defined

Architect and design for security policies.
Communication Security

Cryptographic Practices

Managed

Data Protection,Session Management

Access Control,System Configuration

Database Security,File Management

Memory Management,Error Handling and Logging
Authentication and Password Management

Basic

Keep it simple

Default deny

Adhere to the principle of least privilege
Use the compiler’s highest warning level

FIGURE 3 SSCRM model

3.1 | Basic

There are no hard practices that organizations need to follow at this level, and they follow the practices gained through
past experiences. Some basic strategies that need to be adopted at this level include keeping the design and code as simple
as possible, adopting the default deny and least privileges policy, and using the compiler’s highest warning level. Software
organizations at this level should follow the practices mentioned earlier to move the next level.

3.2 | Managed

At this level, organizations need to use several new practices through knowledge gained from the previous level and
increased awareness. Organizations at this level should be able to save their assets such as data and applications from
security breaches through session management, access control and logging, file management, memory management,
proper error handling and logging and so forth. By following these practices, organizations get further maturity and strive
for improvements.

3.3 | Well-defined

The key concern at this level is to plan and follow standardized security policies and practices. Organizations need
to design their security policy based on international standards. The data must be protected during communication
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through communication security and following standard cryptography practices. All risks associated with program-
ming languages, application types, etc., need to be identified, and proper risk analysis and mitigation strategies must be
developed.

3.4 | Qualitatively managed

At this level, the organizations integrate the standardized BPs with their current SDLC. The focus at this level is to achieve
the set quality goals. The organizations at this level need to apply defense-in-depth strategy, use of code standards, effective
quality assurance techniques, and proper sanitization of data before sending.

3.5 | Optimized

Based on customer/developer feedback and strategic ideas, the organization will investigate and assess novel ways to
increase code security at this level. To go one step forward, predictable code restructuring, security capabilities, and high
management techniques are used to meet business objectives, and consumer wants in a short period.

4 | SSCRM EVALUATION USING CASE STUDY

A case study is a powerful assessment method that offers sufficient context.® Because SSCRM was built for the software
business, a case study was used in this study. We evaluated SSCRM using three industrial case studies. The primary goals
of this research’s case studies are to demonstrate the viability of employing SSCRM in real-world situations.

To perform the case study, we contacted software practitioners from several software companies, explained SSCRM,
and offered them to participate. They were requested to analyze their software coding security procedures using the
Motorola assessment instrument® and SSCRM. They completed the evaluation at work and sent the findings and
comments.

To reduce the danger of business size, we focused our case study on one large, medium, and small firms. Organization
A is a large global software development firm with over 70 k employees based in Saudi Arabia. It has many clients and
offers a variety of IT solutions and services. Organization B is a medium-sized Saudi Arabian company with about 2000
workers that provides various safety solutions and services. Organization C is a modest organization with around 20
individuals that offers community services to the residents in the area.

4.1 | Assessment criteria

As seen in Figure 3, the proposed SSCRM model comprises five readiness levels, each of which includes a set of activities.
The respondents from each participating organization were asked to quantify each practice to determine how it was
implemented in their respective businesses. Motorola Metrix, which has the following three dimensions, was suggested
for measurement.

1. Approach: the organization’s commitment and management support for the practice and its capacity to apply the
practice are considered here.

2. Deployment: the breadth and consistency of practice application across project domains are critical criteria here.

3. Outcomes: the breadth and consistency of good results over time and across project areas are considered here.

Each practice is assigned a number between 0 and 10, which may be adjusted depending on the organization’s
preparation.

4.2 | Assessment results for organization A

For organization A, Figure 4 displays the evaluation findings for each practice. The following are the major points discov-
ered in this evaluation using the Motorola assessment tool’s guidelines; the assessment details are given in Appendix A.
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Evaluation of SSCRM practices by Organization A
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FIGURE 4 Evaluation of SSCRM levels and corresponding practices by organization A

1. The organization is strong in SSCRM Levels 1, 2, and 3 since it received a score of at least 7 in each of these practices.

2. The company complies with all quantitively managed practices, except for sanitization of input and output, which has
a score value of less than 7.

3. The company meets all of the Optimized level practices, except for adopting a secure coding standard with a score
value of less than 7.

The respondents of the organization were also asked to evaluate the readiness model using the criteria mentioned in
Table 3. The three parameters used for the evaluation of SSCRM were Ease of learning, User Satisfaction, and SSCRM

TABLE 3 Criteria for SSCRM evaluation

Criteria Evaluation parameter 1: Ease of learning

C1 It is easy to understand the practices designed for each level of the Secure Software Coding Readiness Model (SSCRM)
C2 It is easy to understand the assessment method used in the SSCRM

C3 It is easy to use SSCRM to assess organizations’ readiness for secure coding

C4 Each practice is easy to understand and unambiguous

C5 Some training needs to be provided for the use of SSCRM

Evaluation parameter 2: User satisfaction

C1 SSCRM is general and can be applied to most companies.

C2 Using SSCRM would identify strong and weak areas in the company regarding secure software coding
C3 I am satisfied and agreed with the readiness issues identified by the SSCRM

C4 Using SSCRM would improve our secure software coding processes.

Evaluation parameter 3: The structure of SSCRM

C1 All the levels of the SSCRM are self-explanatory and require no further explanation to be used effectively
C2 The levels of SSCRM are practical and are applicable in the software industry
C3 The distribution of practices among different readiness levels (e.g., managed, well-defined) is useful
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SSCRM evaluation by organization A respondents
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FIGURE 5 SSCRM evaluation by the respondents of organization A

structure. The SSCRM evaluation for each question was done on a Likert scale of 5, ranging from strongly agree to strongly
disagree.

The Respondents of organization A evaluated the SSCRM model based on the criteria mentioned in Table 3, the 5
Likert scales were assigned quantitative weights in such a way that strongly agree = 5, agree = 4, neutral = 3, disagree = 2,
and strongly disagree = 1. The evaluation results are presented in Figure 5

4.2.1 | Strengths and weaknesses of SSCRM as mentioned by organization A

The respondents were asked to provide their opinion about the proposed SSCRM, its strengths, weaknesses, and
suggestions for improvement; below is the detail.

The general opinion of organization A about SSCRM

The technique is meant to touch the most sensitive regions of code, where most typical vulnerabilities occur. The suggested
approach can have a significant influence on the examined organization’s everyday operations, notably assisting them in
avoiding risk beyond acceptable limits.

Strengths of SSCRM as mentioned by organization A
« The proposed model is Measurable and business-oriented,

« Process clarity and simplicity of implementation,

« Emphasize the most important aspects and flaws in code development processes,

« It’s cost-effective and efficient (in terms of time and money),

« Defining and recommending a new approach to conducting software development security assessments in a company,
« It has a broad range of applications since it can be used by a variety of companies and business lines,

« Instantly provides comments based on the total score.

Weaknesses of SSCRM as mentioned by organization A
« Based on words (high chance to make mistakes, especially in calculations),

« The evaluation is based on subject matter expert point of views’ therefore, it is subjective,

« A deeper understanding of SDLC is required.

Suggestion for improvement of SSCRM as mentioned by organization A
SSCRM is regarded as a simple and reliable model for assessing code readiness; nonetheless, the ideas below may help to
enhance SSCRM’s quality.
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« Converting this document to a web-based form will enable this model to be implemented across various entities and
persons inside the targeted company. This improvement aims to prevent basing the final judgment on a single person’s
opinion, which might be prejudiced in certain circumstances.

« Another change that might enhance the model’s dependability is to examine each score separately from the average.
This is because an organization may get a score of 7 or higher and yet fail a level if one of the important practices is
poorly executed and receives a 0.

« Finally, putting this model in a word document may lead to calculation problems. Converting those tables to excel
sheets with built-in algorithms to average the scores and indicate the organization’s SSCRM level is one way to improve
that aspect of the report.

4.3 | Assessment results for organization B

For organization B, Figure 6 displays the evaluation findings for each proposed model practice. The following are the
major points discovered in this evaluation using the Motorola assessment tool’s guidelines; the assessment details are
given in Appendix B.

1. Company B partially accomplishes some of the SSCRM levels since only a few practices are completely implemented,
and their values are above the threshold value. In contrast, certain SSCRM practices still need more attention,

2. The average point value for each practice across all five levels is more than the threshold, indicating that the
organization is improving.

The respondents of organization B also evaluated the SSCRM model based on the criteria mentioned in Table 3. The
evaluation results are presented in Figure 7; the measurement scale was the same as for organization A. The results of
Figure 7 show that the proposed model provides ease of learning, user satisfaction, and a good structure as almost all the
responses were either strongly agree or agree.

4.3.1 | Strengths and weaknesses of SSCRM as mentioned by organization B

The respondents of organization B were also asked to provide their opinion about the proposed SSCRM, its strengths,
weaknesses, and suggestions for improvement; below are the details

Evaluation of SSCRM practices by Organization B
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FIGURE 6 Evaluation of SSCRM levels and corresponding practices by organization A
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SSCRM evaluation by organization B respondents
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FIGURE 7 SSCRM evaluation by the respondents of organization A

The general opinion of organization B about SSCRM
In order to improve software code and eliminate vulnerabilities, the suggested SSCRM paradigm is both simple and
comprehensive.

Strengths of SSCRM as mentioned by organization B

All businesses and domains may benefit from using the SSCRM, which is a complete approach to securing software
development.

To ensure that secure software development practices are followed repeatedly and consistently, SSCRM may serve as
an elicit guideline for the enterprise.

In order to create a need for risk analysis and risk treatment strategy, it shows the lack of secure software needs.

It may assist businesses by providing a measurable figure and ranking that makes it simple to compare one’s position
to others.

Weaknesses of SSCRM as mentioned by organization B

Organization maturity can only be assessed by security specialists, yet most firms lack security software expertise or
consultants.

There are many phrases and procedures that are unfamiliar to most people, making it difficult to adopt without previous
expertise in the security area or without sufficient training or instructions.

A human error or incorrect data input might occur since it is a manual computation.

Suggestion for improvement of SSCRM as mentioned by organization B

In order to make this evaluation easier to complete, we recommend grouping these activities into roles and duties
and explaining them clearly from the start. If the senior management is in charge of maintaining policy and proce-
dure, then they should be evaluating “Approach,” however, the “Deployment” review should be left to the technical
teams.

We recommend that this evaluation be conducted electronically, with the system doing all of the computations rather
than the evaluator. As a result, mistakes in computation and human error may be reduced, making this evaluation
more accurate and less time-consuming.

As few questions are asked in multiple ways to match the information, it is desirable that the assessment include some
checking and validation methods.
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4.4 | Assessment results for organization C

Figure 8 displays the evaluation findings for each practice of the proposed model by organization C, a small organization.
The following are the major points discovered in this evaluation using the Motorola assessment tool’s guidelines, the
details of the assessment details are given in Appendix C.

1. Company B completes several SSCRM procedures entirely, but most practices at each level are still not met since the
accumulative value for each practice is less than the threshold value.

2. Only levels 2 and 3 have accumulative values that are more than the threshold values, while the other three levels have
accumulative values that are less than the threshold values.

The Respondents of organization C also evaluated the SSCRM model based on the criteria mentioned in Table 3. The
evaluation results are presented in Figure 9, the scale of measurement was the same as for the other two participating
organizations.

Evaluation of SSCRM practices by Organization C
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FIGURE 8 Evaluation of SSCRM levels and corresponding practices by organization A
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FIGURE 9 SSCRM evaluation by the respondents of organization A
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4.4.1 | Strengths and weaknesses of SSCRM as mentioned by organization C

The respondents of organization C were also asked to provide their opinion about the proposed SSCRM, its strengths,
weaknesses, and suggestions for improvement, the details of evaluation is provided in the following sub-sections

Strengths of SSCRM as mentioned by organization C
Organization C cited the following SSCRM set of needed standards and rules as a strength.

« Simple and straightforward to comprehend and assess.

« Expands on solid cybersecurity principles such as; input sanitization; least privileges; use cryptography; default deny,
and defense-in-depth.

« Broad and applicable to most businesses.

Weaknesses of SSCRM as mentioned by organization C
Organization C highlighted the following flaws in the proposed SSCRM

« It does not concentrate on code purpose, but rather on high-level measures.

« It does not specify the nature of the problem.

« It does not give direction for a solution.

« Noncompliance with local regulations and standards such as NCA ECC, ISO27001, and NIST.

« SSCRM does not offer any privacy recommendations or metrics.

Suggestion for improvement of SSCRM as mentioned by organization C
SSCRM may improve in the following ways:

« Allow the assessment to take into consideration the software’s purpose.
« Comply with local laws and international standards.
« Initiate and assess privacy standards.

« Finally, what action should be done in the event of a failure?

5 | DISCUSSION AND IMPLICATIONS

This research article aims to develop a readiness model for SSC, namely SSCRM. The study results provide a roadmap to
the organization for securing code from attacks. The organizations can improve their maturity with time by mitigating
the SSC challenges and adopting SSC BPs. The following objectives were achieved in this article:

« Identifying the issues involved in SSC through screening of existing literature on SSC,
« Identifying the BPs that can be helpful for SSC,

« Develop a layered model named SSCRM for indicating SSC maturity levels,

« Evaluation of SSCRM through Case studies.

The findings of three case studies suggest that the proposed SSCRM is beneficial in evaluating coding security. The
results, however, reveal that big firms use secure coding methods more than small and medium-sized organizations.
Furthermore, senior management and security experts inside the firm may play a role in reaching the different levels of
SSCRM.

Organizations A and B suggested using web-based forms to avoid human error. In the future work, we plan to develop a
simple web-based application with a database at the backend. This application will not only help collect and store the data,
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but it will also provide some other benefits, including; saving respondents’ profiles for future use, avoiding incomplete or
incorrect data, and reducing human error.

Based on the state-of-the-art literature, this study revealed numerous aspects and practices. The research investigated
the elements that have a detrimental impact on SSC. The explicit contribution of the study is as follows.

« The study gives industrial coding specialists and university researchers a body of information to focus on the most
critical SSC problems while building software.

« The problems examined aid specialists in developing methods and solutions to solve code-related concerns, which are
essential for creating and evolving critical applications in the software industry.

« Furthermore, by mapping all elements and practices to each model level, the SSCRM model was developed based on
other existing models. By tackling the SSC issues with BPs, this approach will assist practitioners in improving their
organization’s standards and processes.

« The case study evaluations further assist academics and practitioners by providing a flexible way to assess their security
level.

51 | Studylimitations

Some limitations of this study include that we attempted to cover all relevant literature. However, because it was not an
SLR, other materials may have been overlooked. Studies that have been published since this research project began may
be overlooked. However, we believe that our findings are comprehensive and cover all relevant literature. Concerning the
threat to the mapping of BPs with SSCRM challenges, we validated it by consulting experts and made changes according
to their suggestions before the final SSCRM development.

6 | CONCLUSION AND FUTURE WORK

There are several reasons why a software developer may have difficulty implementing security. To begin with, most
developers are preoccupied with the application’s release and overlook a critical component of security. Similarly, some
developers may miss that the program is vulnerable to cyber-attack and fail to include any safeguards to protect the
software. SSC techniques identify and eliminate flaws in the final code that cyber attackers might exploit in such a
situation. Cyber attackers will find it harder to break secure code and access applications and systems, resulting in
fewer data breaches. We created a readiness model for the successful execution of SSC operations because of the rel-
evance of SSC in the software sector. We presented the SSRCM readiness model in this study. Organizations may
overcome the obstacles they experience during SSC by using SSRCM. The knowledge obtained from grey literature, for-
mal literature, and expert opinion was used to structure the SSCRM. The suggested SSRCM model is divided into five
layers, each comprising different BPs. The identified practices and challenges were mapped with different levels of the
model.

To assess our model, we used three case studies. The results of the case studies show that the proposed model helps
evaluate organizations’ secure coding levels. The proposed SSCRM will contribute in many ways; Software developers
and academics may use the model to identify the most pressing SSC issues while working on new software. Experts may
use the challenges reviewed to create approaches and solutions for solving code-related issues, which are vital for the
development and evolution of key software programs. As a result, practitioners will be able to improve their organization’s
standards and procedures by using this strategy. Researchers and practitioners alike will benefit from the recommended
approach since it provides a flexible method to measure their security level. The organization may use the suggested
assessment to analyze the present degree of security and the influence on the overall security of applying a particular
practice.

In the future, we plan to refine the model in light of suggestions provided by the respondents of organizations involved
in conducting case studies. We will also add automation and more intelligent components to the proposed model to make
it more usable.
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